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My’ experience

The Dow: Chemical Company

Engineerning (1971)

Prejects (1975)

Production; Management (197.7)

New: Tiechnelegy: (1984)

Process Safety (1989 -2003)
Standards and Reqguirements setting
Methedoelogies: (Development ofi LOPA method and rules)
Risk reviews (multr level including LOPA)
Auditing
Traning
Business Process Safety [.eadership (Agrosciences)

EUropean Process, Safety Centre leadership (2004"...)

Leader off Layer of Protection Analysis training course
for I Chem E

Layer ofi Protection Analysis for industry clients



LOPA basic rules

1 LOPA method and set of rules for the whole
corperation

Single: seitware teel fer Whele corperation (this
Imits: creauvitys)

1 single: set of sk telerance critera (freguencies
assigned ter event secenarios)

Fechnology. leveraged scenanros; andi initiating events
— hepeliully ne gaps

RuUlesien Independence:

Consenvauyve appreach tor Conditional Moedifiers:

Control off allowed Intiating event frequencies and
Vallues assigned: ter layers' off protection

Strict gquality” criteria fiorr acceptance or noVveltlayers
of proetection

Conservative appreach to human factors



Sources of scenarios

SEVEse 2 Salety Repori
IHAZOP! study

Wihat 112

Company: scenarier datanase

Basic medelling ofi eVents
(fire/explesion/toxic release) te
SUppert severity estimate



Risk ‘Tolerance’ criteria

Review: of publishead expectatieons firom
communIty and regulators and wWhere availanie
fron Industry.

Range fiiem miner Injury. te single fatality anad
multiplerfatalities

Iypical outcome: LE-05 fer single: fiatality en site

Elevation! of critera for ofifsite  effiects (e.g.
oeffisite fatality: 1E-07)

Socletal rsks must be accounted for - hased on
(Where availanie) company. or puklished /N
cunrves



Initiating event fireguencies

Precess Contrel system falures listed fist then:
s Utilities' failure (power: etc.)
o SUman enron

x Viechanical integnity
Others

Process Controlfinitiatingl events as |1EC 61511

a Care needed! (rules) on how! the: Basic Process
Control Systemi legic selver Is accounted for

a RUIES to make sure'we don't vielate generall rule of:

Independence When leoking at Iayers off protection
IHUman error conservative appreach using HSE
andl other data



‘Conditional Modifiers’

Prebkanility: of Ignitien (Eire/Explosion: Scenaros)

s Criteria hasead on flammability: (flashrpoimt, MUILE. and
guantity)r e.g. any. release =5000Kg probability: = 100%

Prebanility’ of Expoesure: off Person/s
s .0, llank farm operations; 1% (rare) or 10% (normal)

a Very large events (toxic release or explosion Is taken as
100%)

a Outside fence! line expesure: prokability usually:assumed
100%

a Intermittent eperation; duration; may: be allowed!e.q.
Unleading inte a storage: tank, Ut needs care When
operational demand changes (Management off Change -
M.O.C.)



Independent LLayers of Protection

Care needed 1o cross reference initiating event

(e.g. less) eff sensoer means It fialls contrel analany,
connected dependant alarm)

Basic Process Contrel System trip to safie state
O.K. If:
s Iniiating| event IS Uman; enor

» SEMEmMES When Initiating] event IS Basic Process

Control Systemleop falled — rules needed — see
later

x Rarely: when mechanical integrity fialls — the cat
IS out of the bag — mitigatien IS last resort




Generall Rule onl Independence

Pefinition of anr IR ATlayer: of
pretecuion that Willfprevent:an unsare
SCEenario firomi progressing reganaless
Off the! Iniating event or the
RErIeIMANCE off anetaer |aVel: of
RrOLECHION.




Independent LLayers of Protection

Need to be:
x Independent

s Effiective In returning plant te safe
state

s flested (operators and mitigation
devices' are! difficulit tor test)



BPCS trip as Independent Protection
LLay/ern

When Initating Event 1s Process Control
failtire

Consider Ii:

= [P deEes not use any faled element In the
Scenano: (senser or finallelement) andi signal
and output are handled iR channel separate
firom falledr controll (difficulit te; prove) or

(SIL 2'BPCS legic selver makes, this easier. (1EC
64511 pt 1 para 9.4.3). Hewever these are
fare heasts )

s Properly tested (whole leop)
s Limit PED value to 1E-01.



BPCS alarmi as a Layer ofi Pretection

Doen‘t use BPCS twice (trip and alarmm)) — alaiim IS
not really iIndependent I yourde

Operatoer must have time: te hear, understand
and act as respense (<10 minutes net nermally
ACCepted uniess part off emergency. plam)

Operator must be able te take plant to) safe state
Witheut relying enr any: element: of any: other
layer ol protection

[T eperator ener Is Initlating event — donit take
the OpEerator as a layer ofi protection unless you
nave a pehavieural science Pab

Must test and record as a Slit 1 eguivalent:
Limit PED value to 1E-01



Typical Operator Intervention as IPL

IR R i “ﬂﬁlﬂmﬂ'ﬁi-ll
I S = . S S i

T T INCON N
T -‘L--_E—II

——I
Operator normally tramed

_-l-\ _ILII-— ‘
Operator well tramed




Relief and vent systems

Only alleowIi:

s OVerpressure Is scenario
= [ested

s Evaluated (lbenchltest Vs eperating
CONAILIGRS)

x Design data validated o) scenario
1 NG dewnstream Conseguence

Limit value (nermally: 1E-02)



Safety Instrumented Systems

Comply with' 1EC 61.508/61.51.1.

SILT, 2, 3inermally 1n Process
[Rdustny

s 1E-O1 >SIL 1>= 1E-02
s 1E-02>SIL 2>= 1E-03
= 1E-03>SIL 3>= 1E-04

SIC 1 [Aas;a very large range



Other Safety Related Protection
SYStems

Preprietany thip; systems, With certified or
proven in userRPED

Limiit “creatvity




Management Systems

Adherence to enhanced standards

Enhanced Mechanical Integrity,
Programmes

Dounkle check and sign ofi o Operating
Procedures

May: Reduce Initiating event firequency —
care needed



Mitigation

LORA mest easily’ copes Withr the lefit hand
side off the “‘Bow: Te’ I.e. prevention

Mitigation: systems like fire: protection o
Water spliay fielf gas; alnserpiien/diSpersion
are difficult ter test In reall conaitiens I you
are really: convinced — consider adjusting
INCIdEnt SeVerity,

Dikes and Bunds nermally considereain
envirenmental scenanoes




Taking all risks Into account - advice

In CORA

 Use consenvative: teleranility” Tranget
m Restrict PEDs eff nen SIS PLS 16 Righ end of

PED range
s When SIS 1S, designed or assessed ,assume
(censervative)
SIL1PFD =1
St 2 PERr =2
SIL 3 PFD = 3

s Formally’ address: Uncertainty: and Sensitivity



Uncertainty: anadl SensItivity.

Uncertainty,— Where Is;my: data shaky anad
What' IS efifect I Wreng?

sensitivity. — Which' IPLs seem| to be the
mest Impertant and have: the biggest
negative effiect 1= they fail (all’'eggs 1n ene
pPasket?)



ALARP

Test e ALARP can easily: be: connected te
study, teoel (done)

Data shows.....



Reminder

LOPA IS erder off magnitide: appreach

Dees noet routinely: address cumulative: risk
firony Whole facility (Semetimest ennanced
10 takeracecount of several intiaters: for
same: scenarorput that s all

Needs; rules
IHas the right teani iRl the reem

Needs trained facilitater and secend panty.
Validation
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